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Panasonic 1. Overview

-This PPT describe mechanism of Office 365 with SMTP server(NSX/NS)
and how to set up.
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Panasonic 2. How it works?

Please refer below Microsoft URL about mechanism at Office 365 side.
https://technet.microsoft.com/en-us/library/dn751020(v=exchg.150).aspx

How do Office 365 connectors work with my own email servers (also called "on-
premises servers")?

If you have ECP and your own email servers, or if some of your mailboxas are in Office 365 and some are on your email servers, set up connectors
to enable mail flow in both directions. You can enable mail flow between Office 365 and any SMTP-based email server, such as Exchange ar a
third-party email server.

The diagram below shows how connectors in Office 365 (including Exchange Online or EOP) work with your own email servers.
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Set up SMTP sever at
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(€

() http://mxtoolbox.com/

| J Microsoft Of

MX Lookup Blacklists Diagnostics Domain Health Analyze

@ MX Lookup

Domain Name
Need help?

MX Lookup

mar.onmicrosoft.com| X

ABOUT MX LOOKUP

This test will list MX records for a domain in priority order. The MX lookup is done directly agains
Records should show up instantly. You can click Diagnostics , which will connect to the mail serv
check and measure response time performance. You may also check each MX record (IP Addre:
RBLs, DNSBLs)

For ex
In case your domain is
“mar.onmicrosoft.com”

http://mxtoolbox.com/

if your domain is ”
mar.onmicrosoft,com”
for example then key in
this into “Domain
Name” window and
then

press “MX Lookup”.
Then you will find out IP
address of your
office365’s SMTP
server.
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Web Maintenance Console
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(= 2.3erver Feature
SMTP over TLS @ Enable @ Disable
& 1.DHCP (LAN)
&5 3.FTP SMTP Authentication
Z BHTIP SMTP Authentication © Enable @ Disable
& B.NTP User name
4 7.5MTP
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& 8.IMAP4
S O.TELNET POP Before SMTP
[J 3.Client Feature POF e N M TP ©) Enable @ Disable
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.+ Log in Office 365 as admin.

¥ Install Office 2016

Other installs

Your recent online documents
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®100% v
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Mar Co

je Go to the old admin center

+% Go to “Admin centers” and click Exchange

Groups *
t t during setup® * *
. 3 = 0 expect during se A
Resources , Jﬂld [T'I I ﬂ LE‘ﬂtE'rS P g * ‘w
. L
. L
Billing . *
. . 1] Office software
Support Exchange
L Install my software
Settings = Share the download link
¢/ Editauser L Software download settings
Reports > In trial: Buy now
€ Reset a password @ Troubleshoot installation
Health
Admin centers ® Domains > [ Message center >
Exchange Cf -+ Add a domain | ] Updated Feature: Monthly feature updates for.. Oct5 X
Delete a domain | s New Feature: Outlook on the web — New First... Oct 4 X
& Editadomain | ] We've made a change to the Microsoft Trust C... Sep 30 hd

=1 Check health 17 unread messages
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e |J$ hitps: //outlook.office365.com/ecp/?rfr=Admin_o365&e

O ~-a&d ” i Welcoma - Microseft Exc... ‘

Office 365 Admin

Exchange admin center

dashboard

. .
Welcome «*
. .
. *
.
Mg | IO permissions
admin roles
groups user roles
resources Qutlook Web App policies
contacts
shared
migration
organization protection
sharing malware filter
add-ins connection filter

spam filter

outbound spam

Click “mail flow”

compliance management
in-place eDiscovery & hold
auditing

data

ss prevention
retentian policies
retention tags

journal rules

mail flow
rules

message trace
accepted domains

remote domains

12



Panasonic 3. HOW {0 program?

=2 Office 365 Admin
4 Click “connectors”

o®

Exchange admin center .
.

dashboard rules message trace accepted domains remote domain
e +- B- P&
oM RULE
There are no items to show in this view.
organizato

mail flow
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Click “+”
to add new flow

Connectors help control the flo

.
cf‘et;a Whessages to and from your Office 365 organization. However, because most organizations don't need to use

.
Want to help us imprgve #nectors? Just send us feedback and let us know what you liked, didn't like, or what we can do to make your experience bet
.

- )
o®
L e
organiZation
STATUS & | NAME FROM TO

There are no items to show in this view.

mail flow
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@ New Connector - Intarnet Explorer =R |
’Ihttps‘ outlook.office365.com/ecp/C: yCorrelationID=447679f6-3990- @
(13 9 13 tL)
\ Change “From” and “To
Select your mail flow scenario
From: as below
. . - H 9 ”
iy yout o scenas ard el e o ko o e 50w comecon. | | YOUT Organization’s email server W and then click ”Next
Learn more
Tar
. [Office 365 V|
™ ll......... Office 365
Select an item v ’

You need to create a connector for this mail flow scenano. When this connector is set up,
Office 365 will accept messages from your organization’s email server and send the
messages to recipients on your behalf. To complete this scenario, you'll also need to
configure your email server to send email messages directly to Office 365. Learn more
about configuring your email server

Intemet: For inbound
email, this refers to

email that's sent from
the Internet to Office

5 (not to your email

r partner .
anization) F“
outbound eqgaPit ref

Next Cancel
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{2 New Connector - Internet Explorer ERIENEEXE
|4ﬁ https://outlook.office365.com, onnectors/InboundOnPremConnector.aspx a . .
Put name for this connection.
New connector suut And then click “Next”
gpunt® -
anps® =" o
aun®® g
email messages fram your arganization’s email sever o g W - *
gunt® *
guns® Q
-
, DT Lid R
w
|‘ *
&
&
*
*
&
*
*
*
&
*
What do you want to do after connector is saved? .’
’0
[ Retain internal Exchange email headers (recommended) .0
*
4
9
*
*
&
&
>
*
&
*
>
&
I Next I Cancel
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& New Connector - Internet Explorer [E=HAcE x|

| 5 hitps://outiook office365.comjecp/Connectors/ InboundOnPremConnectoraspx a Click “+”

to add global IP address
of router where NS/NSX is
connected.

Then click “OK”.

Hew connector 27 add IP address - Web ~—2 &7l

F@ https://outlook.office365.com/

How should Office 365 identify email from your email server?

ame on the certificate that the send

) By verifying that the se .
5 matches this domain name (recommended) add p address

authenticate with Off

ing that the IP address of the sending server matches one of these IP

l n < that beleng to your organization Specify a single IP address or multiple IP addresses in CIDR notation. o
I' "Eenmag, Example: 10.5.3.2 or 10.3.1.5/24 ¢ Eecresses must be
...llll..ll... - ~ specified in the format ~
Add e N1 18.22.15. XXX x | S nnn.ann.ann.nnn where [
nnn is a number from 0 v

Yy
Yy »
Ya, to 255. You can also
Yo, I
",
Ty,
Yy

Y
) ) OK Cancel
through this connector if the sender domain )

our Office 365 organization. Learn more

@ Office 365 will o
configured a

accept messag
n accepted domai

| Back Next Cancel
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tor.aspx

{2 New Connector - Internet Explarer

|_& https: //outlook.office365.com/ecp/Connectors/InboundOnPremConne

Confirm IP address is

New connector

How should Office 365 identify email from your email server?

assigned then click
“Next”

ctor if the sender domain is

\d w

. [ ]

¢ verifying that the IP address of the sending 2 d
addresses that belong to your organization . :
+ &£ - . n
L ]
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[ ]
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]

Back

Cancel
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/2 New Connector - Internet Explorer

|—$ https:/

outlook.office365.com/ecp/Connectors /InboundOnPremConnector.aspx ﬁ|

New connector

Cenfirm your seifings Confirm setting and then
Before saving, make sure these are the settings you want to configure, an® .
amunnn®f”® click “Save”.
Mail flow scenario ‘ Ll
From: Your organization’s email server &
To: Office 365 ..
L4
L4
MName N
NSX o
L4
R4

Description L4
None

L/
Status ..
Turn it on after saving L4
L

. . : &
How to identify email sent from your email server 8
Identify email coming from you er by verifying that the sending server's IP ..

thin these IP addre: S
domain for your organization, &
&
Iy
L

Back
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Office 365 Admin

Exchange admin center :
You can find that

ed domains remaote domains  connectors o] connector for SMTP
' | serveris established.

+ S0

STATUS & | NAME FROM TO

NSX

Mail flow scenario

From: Your organization's email server

To: Office 365
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